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GENERAL DATA PROTECTION REGULATIONS
1.0

STATEMENT OF INTENT

1.1

Threlkeld CofE Primary School is commided to protecJng the rights and privacy of individuals in
accordance with its legal obligaJons under the General Data ProtecJon RegulaJon (GDPR).

1.2

Threlkeld CofE Primary School is required to keep and process certain informaJon about its
pupils, staﬀ and other individuals for various purposes such as:
• To support pupil learning;
• To monitor and report on pupil progress;
• To provide appropriate pastoral care;
• To assess the quality of our services;
• To ensure we operate eﬃciently and eﬀecJvely;
• To recruit and pay staﬀ;
• To collect fees;
• To comply with legal obligaJons to funding bodies and the government;
• To enable ﬁnancial modelling and planning;
• To develop a comprehensive picture of the workforce and how it is deployed.

1.3

Threlkeld CofE Primary School may be required to share personal informaJon about its pupils or
staﬀ with other schools, organisaJons, the LA and social services.

1.4

This policy applies to computerised systems and manual records, where personal informaJon is
accessible by speciﬁc criteria, chronologically or as pseudonymised data, e.g. key-coded. It also
applies to photographs and audio and video systems.

2.0

LEGAL FRAMEWORK

2.1

This policy has due regard to legislaJon, including, but not limited to the following:
• General Data ProtecJon RegulaJon (GDPR)
• Freedom of InformaJon Act 2000
• The EducaJon (Pupil InformaJon) (England) RegulaJons 2005 (as amended in 2016)
• Freedom of InformaJon and Data ProtecJon (Appropriate Limit and Fees) RegulaJons 2004
• The School Standards and Framework Act 1998

2.

This policy also has regard to the following guidance:
• InformaJon Commissioner’s Oﬃce (2017) ‘Overview of the General Data ProtecJon
RegulaJon (GDPR)’
• InformaJon Commissioner’s Oﬃce (2017) ‘Preparing for the General Data ProtecJon
RegulaJon (GDPR) 12 steps to take now’
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3.0

ASSOCIATED POLICIES

3.1

This policy should be read in conjuncJon with the following policies and procedures:
• Child ProtecJon and Safeguarding
• Code of Conduct
• Data Security Breach Management
• Freedom of InformaJon
• Online Safety
• Photography and Videos at School
• Records Management policy

4.0

DEFINITIONS

4.1

'Personal data' refers to any informaJon that relates to an idenJﬁable, living individual ('data
subject'). This could including informaJon such as names, addresses, telephone numbers,
photographs, expressions of opinion about an individual, or an online idenJﬁer (for example an
IP address or roll number).

4.2

‘Special categories of personal data’ refers to informaJon which is broadly the same as 'sensiJve
personal data' previously referred to in the Data ProtecJon Act (DPA) 1998. This includes
biometric data, ethnicity, religious beliefs, data concerning health maders and actual or alleged
criminal acJviJes.

4.3

'Processing' refers to any operaJon which is performed on personal data such as: collecJon,
recording, organisaJon, storage, alteraJon, retrieval, use, disclosure, disseminaJon or otherwise
making available, combinaJon, restricJon, erasure or destrucJon.

4.4

‘Data Controller’ refers to any individual or organisaJon who controls personal data, in this
instance Threlkeld CofE Primary School.

4.5

‘Data Subject’ refers to an individual who is the subject of the personal data, for example:
• Employees (current and former),
• Pupils (including former pupils),
• Recruitment applicants (successful and unsuccessful),
• Agency workers (current and former),
• Casual workers (current and former),
• Contract workers (current and former),
• Volunteers (including members, directors and governors) and those on work placements,
• Claimants.

5.0

COMPLIANCE

5.1

Compliance with this policy is the responsibility of all the members of Threlkeld CofE Primary
School who process personal data.

5.2

Any breach of this policy will result in disciplinary procedures being invoked. A serious or
deliberate breach could lead to dismissal.
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5.3

Personal informaJon will only be shared where it is lawful to do so and the third party agrees to
abide by this policy and complies with the principles of the GDPR.

5.4

This policy will be updated, as necessary, to reﬂect best pracJce in data management, security
and control and to ensure compliance with any change or amendment to the GDPR and any
other relevant legislaJon.

6.0

DATA PROTECTION PRINCIPLES

6.1

In accordance with arJcle 5 of the GDPR, personal data will be:
a) Processed lawfully, fairly and in a transparent manner.
b) Collected for speciﬁed, explicit and legiJmate purposes and not further processed in a
manner that is incompaJble with those purposes.
c) Adequate, relevant and limited to what is necessary in relaJon to the purposes for which it is
processed.
d) Accurate and, where necessary, kept up-to-date; ensuring that inaccurate personal data is
erased or recJﬁed without delay.
e) Kept in a form which permits idenJﬁcaJon of individuals for no longer than is necessary for
the purposes for which the personal data is processed;
f) Processed in a manner that ensures appropriate security of the personal data, including
protecJon against unauthorised or unlawful processing, accidental loss, destrucJon or
damage.

6.2

Threlkeld CofE Primary School will only process personal data in accordance with individuals’
rights and will comply with arJcle 5 of the GDPR in the following ways:
a) By making all reasonable eﬀorts to ensure that individuals who are the focus of the personal
data (data subjects) are informed of the idenJty of the data controller; the purpose of the
processing; any disclosures to third parJes that are envisaged; an indicaJon of the period for
which the data will be kept, and any other informaJon which may be relevant.
b) By ensuring that the reason for which the personal data was originally collected is the only
reason for which it is processed, unless the individual is informed of any addiJonal
processing before it takes place.
c) By not seeking to collect any personal data which is not strictly necessary for the purpose for
which it was obtained. Forms for collecJng data will always be dramed with this in mind. If
any irrelevant data is given by individuals, it will be destroyed immediately.
d) By reviewing and updaJng personal data on a regular basis. It is the responsibility of the
individuals giving their personal data to ensure that this is accurate.
e) By undertaking not to retain personal data for longer than is necessary to ensure compliance
with the legislaJon.
f) By disposing of any personal data in a way that protects the rights and privacy of the
individual concerned.
g) By ensuring appropriate technical and organisaJonal measures are in place against
unauthorised or unlawful processing of personal data, and against accidental loss or
destrucJon of data.

6.3

Personal data may be stored for longer periods and may be processed solely for archiving in the
public interest, scienJﬁc or historical research, or staJsJcal purposes.
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7.0

ACCOUNTABILITY

7.1

Threlkeld CofE Primary School is the registered Data Controller with the InformaJon
Commissioner’s Oﬃce (ICO) and is responsible for controlling the use and processing the
personal data it has collected.

7.2

Threlkeld CofE Primary School will implement technical and organisaJonal measures to
demonstrate that data is being processed in line with the principles set out in this policy. This will
include:
• Providing comprehensive, clear and transparent privacy noJces (Appendix 1 and 2).
• Using data protecJon impact assessments (DPIA), where appropriate (Appendix 3).
• Recording acJviJes relaJng to higher risk processing, such as the processing of special
categories of personal data.

7.3

The privacy noJces (Appendix 1 and 2) explain how Threlkeld CofE Primary School will share
personal data with third parJes. This will only occur following consent from the Data ProtecJon
Oﬃcer (DPO). The sharing of personal data is generally limited to enabling the school to perform
its statutory duJes or in respect to a child's health, safety and welfare.

7.4

Internal records of processing acJviJes will include the following:
• Name and details of the organisaJon
• Purpose(s) of the processing
• DescripJon of the categories of individuals and personal data
• RetenJon schedules
• Categories of recipients of personal data
• DescripJon of technical and organisaJonal security measures
• Details of transfers to third countries, including documentaJon of the transfer mechanism
safeguards in place

7.5

Individuals who provide personal data to Threlkeld CofE Primary School are responsible for
ensuring that the informaJon is accurate and up-to-date.

8.0

DATA PROTECTION OFFICER (DPO)

8.1

The DPO for Threlkeld CofE Primary School will be Nick Turley. They will:
• Inform and advise Threlkeld CofE Primary School personnel about their obligaJons under this
policy (including recognising a subject access request, data security and oﬀ site use).
• Ensure everyone is aware of, and understands, what consJtutes a data breach.
• Provide annual training on the contents of this policy and develop and encourage best
pracJce.
• Liaise with any external data controllers engaged with Threlkeld CofE Primary School.
• Monitor internal compliance, including idenJfying processing acJviJes and checking the
recording of acJviJes related to higher risk processing, advising and checking DPIAs
(including need, methodology and any safeguards) and conducJng internal audits.
• Take responsibility for conJnuity and recovery measures to ensure the security of personal
data.
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•

•
•

Ensure obsolete personal data is properly erased and retain a DestrucJon Log. This will
include the document descripJon, classiﬁcaJon, date of destrucJon, method and
authorisaJon.
Be the point of contact with the ICO, co-operate with any requests and ensure that Threlkeld
CofE Primary School ’s noJﬁcaJon is kept accurate.
Maintain an up-to-date knowledge of data protecJon law in relaJon to schools.

8.2

The DPO will report to the Threlkeld CofE Primary School Governing Body and provide an annual
report with recommendaJons.

9.0

LAWFUL PROCESSING

9.1

Personal data can be lawfully processed under the following condiJons:
a) Consent of the individual has been obtained.
b) Compliance with a legal obligaJon.
c) Performance of a task carried out in the public interest or in the exercise of oﬃcial authority
vested in the controller.
d) Performance of a contract with the individual or to take steps to enter into a contract.
e) ProtecJng the vital interests of an individual or another person.

9.2

Special categories of personal data can be lawfully processed under the following condiJons:
a) Explicit consent of the individual, unless reliance on consent is prohibited by EU or Member
State law.
b) Processing carried out by a not-for-proﬁt body with a poliJcal, philosophical, and religious or
trade union aim (provided the processing relates only to members or former members or
those who have regular contact with it in connecJon with those purposes) and provided
there is no disclosure to a third party without consent.
c) Processing relates to personal data manifestly made public by the individual.
d) Carrying out obligaJons under employment, social security or social protecJon law, or a
collecJve agreement.
e) ProtecJng the vital interests of an individual or another person where the individual is
physically or legally incapable of giving consent.
f) The establishment, exercise or defence of legal claims or where courts are acJng in their
judicial capacity.
g) Reasons of substanJal public interest on the basis of Union or Member State law which is
proporJonate to the aim pursued and which contains appropriate safeguards.
h) The purposes of preventaJve or occupaJonal medicine, for assessing the working capacity of
the employee, medical diagnosis, the provision of health or social care or treatment or
management of health or social care systems and services on the basis of Union or Member
State law or a contract with a health professional.
i)
j)

Reasons of public interest in the area of public health.
Archiving purposes in the public interest, or scienJﬁc and historical research purposes or
staJsJcal purposes in accordance with ArJcle 89(1).

9.3
We collect and use workforce informaJon for general purposes under paragraphs 9.1c and 9.2g
of this policy which complies with ArJcles 6 and 9 of the GDPR. Under any other circumstances the legal
basis for processing data will be idenJﬁed and documented prior to data being processed.
10.0

CONSENT
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10.1

It is not always necessary to gain consent before processing personal data (see paragraphs 9.1
and 9.2) but when it is, consent must be a posiJve indicaJon.

10.2

Consent will only be accepted where it is freely given, speciﬁc, informed and an unambiguous
indicaJon of the individual’s wishes (it cannot be inferred from silence, inacJvity or pre-Jcked
boxes). Consent obtained on the basis of misleading informaJon will not be a valid basis for
processing.

10.3

Any forms used to gather personal data will be provided with a privacy noJce (Appendix 1 and 2)
and will indicate whether or not the individual needs to give consent for the processing.

10.4

A record will be kept documenJng how and when consent was given.

10.5

If an individual does not give their consent for the processing and there is no other lawful basis
on which to process the data, then Threlkeld CofE Primary School will ensure that the processing
of that data does not take place.

10.6

Consent accepted under the DPA will be reviewed to ensure it meets the standards of the GDPR;
however, acceptable consent obtained under the DPA will not be reobtained.

10.7

Consent can be withdrawn by the individual at any Jme.

10.8

Parental consent will be sought prior to the processing of a child’s data which would require
consent unJl the age of 16, except where the processing is related to preventaJve or counselling
services oﬀered directly to a child.

10.9

Consent will be sought from the child amer the age of 16 if we consider they have the
competence to consent for themselves (omen referred to as the Gillick competence test). If there
is any doubt parental consent will conJnue to be required.

11.0

THE RIGHT TO BE INFORMED

11.1

Privacy noJces regarding the processing of personal data (obtained either directly or indirectly)
will be concise, wriden in clear, accessible language and free of charge (Appendices 1 and 2).

11.2

If services are oﬀered directly to a child, the privacy noJce will be wriden in a way that the child
can understand.

11.3

Threlkeld CofE Primary School will include the following informaJon in its privacy noJces
following the ICO code of pracJce:
• The idenJty and contact details of the data controller and DPO.
• The intended purpose of, and the legal basis for, processing the data.
• The legiJmate interests of the data controller or third party.
• Any recipient or categories of recipients to whom the personal data will be disclosed.
• Details of transfers to third countries and the safeguards in place.
• The retenJon period or criteria used to determine the retenJon period.
• The existence of the right to access, recJﬁcaJon, object, erasure and withdraw consent.
• The right to complain internally and to a supervisory authority.
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11.4

Where data is obtained directly from an individual, informaJon regarding whether the provision
of personal data is part of a statutory or contractual requirement and the details of the
categories of personal data, as well as any possible consequences of failing to provide the
personal data, will be provided at the Jme of collecJon.

11.5

Where personal data about an individual has been obtained indirectly, informaJon regarding the
source of the data and whether it was publicly accessible will be provided. This informaJon will
be supplied:
a) Within one month of having obtained the data.
b) If disclosure to another recipient is envisaged, at the latest, before the data are disclosed.
c) If the data are used to communicate with the individual, at the latest, when the ﬁrst
communicaJon takes place.

12.0

THE RIGHT TO ACCESS

12.1

Individuals have the right to obtain conﬁrmaJon that their personal data is being processed fairly
or to submit a subject access request (SAR) to gain access to their personal data. In order to
ensure individuals receive the correct informaJon SARs must be made in wriJng and submided
to the Head teacher. (Appendix 4).

12.2

The Head teacher will verify the idenJty of the person making the request before any
informaJon is supplied.

12.3

All requests will be responded to within one month of receipt.

12.4

In the event of numerous or complex requests, the period of compliance will be extended by a
further two months. The individual will be informed of this extension, and will receive an
explanaJon of why the extension is necessary, within one month of the receipt of the request.

12.4

Where a fair processing request is made the informaJon contained within the relevant privacy
noJce will be provided.

12.6

Where a SAR is made copies of personal data will generally be encrypted and supplied to the
individual in a commonly used electronic format.

12.7

Where a SAR is received from a pupil, Threlkeld CofE Primary School’s policy is that:
• It will be processed in the same way as any other SAR. The informaJon will be given directly
to the pupil, unless it is clear that the pupil does not understand the nature of the request.
• Where a pupils does not appear to understand the nature of the request will be referred to
their parents or carers.
• A SAR from parents in respect of their own child will be processed as requests made on
behalf of the data subject (the child) and the informaJon will be sent either in a sealed
envelope or electronically to the requesJng parent. This will be provided within 15 school
days in accordance with the current EducaJon (Pupil InformaJon) RegulaJons.

12.7

In the event that a large quanJty of informaJon is being processed the individual may be
requested to specify the informaJon the request is in relaJon to.

12.8

Where a request is excessive or repeJJve, a 'reasonable fee' will be charged. All fees will be
based on the administraJve cost of providing the informaJon.
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12.9

Where a request is manifestly unfounded Threlkeld CofE Primary School holds the right to refuse
to respond to the request. The individual will be informed of this decision and the reason behind
it, as well as their right to complain to the supervisory authority and to a judicial remedy, within
one month of the refusal.

13.0

THE RIGHT TO RECTIFICATION

13.1

Personal data held by Threlkeld CofE Primary School will be as accurate as is reasonably possible.

13.2

Individuals are enJtled to have any inaccurate or incomplete personal data recJﬁed.

13.3

A printout of a child's data record held on the school's informaJon management system will be
provided to parents every twelve months so they can check its accuracy and make any
amendments.

13.4

Where the personal data has been disclosed to a third party, school will inform them of any
recJﬁcaJon where possible. The individual will also be informed about the third parJes that the
data has been disclosed to where appropriate.

13.5

Requests for recJﬁcaJon will be responded to within one month; this will be extended by two
months where the request for recJﬁcaJon is complex.

13.6

Where no acJon is being taken in response to a request for recJﬁcaJon, Threlkeld CofE Primary
School will explain the reason for this to the individual, and will inform them of their right to
complain to the supervisory authority and to a judicial remedy.

14.0

THE RIGHT TO ERASURE

14.1

Individuals have the right to request erasure of personal data. This applies where:
a) Personal data is no longer necessary for the purpose for which it was collected/processed.
b) Withdrawal of consent and no other legal ground applies.
c) The individual objects to the processing and there is no overriding legiJmate interest.
d) Personal data is unlawfully processed.
e) Personal data has to be erased in order to comply with a law.
f) Personal data of a child is processed in relaJon to an online service.

14.2

Threlkeld CofE Primary School has the right to refuse a request for erasure where personal data is
being processed for:
a) Exercising the right of freedom of expression and informaJon.
b) Compliance with legal obligaJons or for performing tasks carried out in the public interest or
in exercising the data controller’s oﬃcial authority.
c) Reasons of public interest in the area of public health.
d) Archiving purposes in the public interest, scienJﬁc or historical research, or staJsJcal
purposes.
e) The establishment, exercise or defence of legal claims.

14.3

As a child may not fully understand the risks involved in the processing of data when consent is
obtained, special adenJon will be given to exisJng situaJons where a child has given consent to
processing and they later request erasure of the data.
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14.4

Where personal data has been disclosed to third parJes they will be informed about the request
for erasure, unless it is impossible or involves a disproporJonate eﬀort to do so.

14.5

Where personal data has been made public and then is requested to be erased, taking into
account the available technology and the cost of implementaJon, all reasonable steps will be
taken to inform other data controllers about the request for erasure.

15.0

THE RIGHT TO RESTRICT PROCESSING

15.1

Individuals have the right to restrict the school’s processing of personal data.

15.2

In the event that processing is restricted, the school will store the personal data, but not further
process it, guaranteeing that just enough informaJon about the individual has been retained to
ensure that the restricJon is respected in future.

15.3

The school will restrict the processing of personal data in the following circumstances:
a) Where an individual contests the accuracy of the personal data, processing will be restricted
unJl the school has veriﬁed the accuracy of the data.
b) Where an individual has objected to the processing and the school is considering whether
their legiJmate grounds override those of the individual.
c) Where processing is unlawful and the individual opposes erasure and requests restricJon
instead.
d) Where the school no longer needs the personal data but the individual requires the data to
establish, exercise or defend a legal claim.

15.4

If the personal data in quesJon has been disclosed to third parJes, the school will inform them
about the restricJon on the processing of the personal data, unless it is impossible or involves
disproporJonate eﬀort to do so.

15.5
16.0

The school will inform individuals when a restricJon on processing has been limed.
THE RIGHT TO DATA PORTABILITY

16.1

Individuals have the right to obtain and reuse their personal data for their own purposes across
diﬀerent services.

16.2

Personal data can be moved, copied or transferred from one IT system to another in a safe and
secure manner, without hindrance to usability.

16.3

The right to data portability only applies in the following cases:
a) Where personal data has been provided by an individual to Threlkeld CofE Primary School.
b) Where the processing is based on the individual’s consent or for the performance of a
contract.
c) When processing is carried out by automated means.

16.4

Threlkeld CofE Primary School will respond to any requests for portability within one month and
will provide the personal data free of charge and in a structured and commonly used form.
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16.5

Where feasible, data will be transmided directly to another organisaJon at the request of the
individual. Threlkeld CofE Primary School is not required to adopt or maintain processing systems
which are technically compaJble with other organisaJons.

16.6

In the event that the personal data concerns more than one individual, Threlkeld CofE Primary
School will consider whether providing the informaJon would prejudice the rights of any other
individual.

16.7

Where the request is complex, or a number of requests have been received, the Jmeframe can
be extended by two months, ensuring that the individual is informed of the extension and the
reasoning behind it within one month of receipt of the request.

16.8

Where no acJon is being taken in response to a request Threlkeld CofE Primary School will,
without delay and at the latest within one month, explain the reason for this. The individual will
also be informed of their right to complain to the supervisory authority and to a judicial remedy.

17.0

THE RIGHT TO OBJECT

17.1

Threlkeld CofE Primary School will inform individuals of their right to object at the ﬁrst point of
communicaJon. This will be outlined in a privacy noJce (Appendix 1).

17.2

Individuals have the right to object to the following:
a) Processing based on legiJmate interests or the performance of a task in the public interest.
b) Direct markeJng.
c) Processing for purposes of scienJﬁc or historical research and staJsJcs.

17.3

Where personal data is processed for the performance of a legal task or legiJmate interests:
a) An individual’s grounds for objecJng must relate to his or her parJcular situaJon.
b) Threlkeld CofE Primary School will stop processing the individual’s personal data unless the
processing is for the establishment, exercise or defence of legal claims, or, where school can
demonstrate compelling legiJmate grounds for the processing, which override the interests,
rights and freedoms of the individual.

17.4

Where personal data is processed for research purposes:
a) The individual must have grounds relaJng to their parJcular situaJon in order to exercise
their right to object.
b) Where the processing of personal data is necessary for the performance of a public interest
task, Threlkeld CofE Primary School is not required to comply with an objecJon to the
processing of the data.

18.0

PRIVACY BY DESIGN

18.1

Threlkeld CofE Primary School will act in accordance with the GDPR by adopJng a 'privacy by
design' approach and implemenJng technical and organisaJonal measures which demonstrate
how school has considered and integrated data protecJon into processing acJviJes.

18.2

Data protecJon impact assessments (DPIAs) will be used to idenJfy the most eﬀecJve method of
complying with data protecJon obligaJons and meeJng individuals’ expectaJons of privacy
(Appendix 3).
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18.3

DPIAs will allow Threlkeld CofE Primary School to idenJfy and resolve problems at an early stage,
thus prevenJng reputaJonal damage which might otherwise occur.

18.4

All DPIAs will include the following informaJon:
• A descripJon of the processing operaJons and the purposes.
• An assessment of the necessity and proporJonality of the processing in relaJon to the
purpose.
• An outline of the risks to individuals.
• The measures implemented in order to address risk.

18.5

A DPIA will be used for new technologies or when the processing is likely to result in a high risk to
the rights and freedoms of individuals.

18.6

A DPIA will be used for more than one project, where necessary.

18.7

High risk processing includes, but is not limited to, the following:
• SystemaJc and extensive processing acJviJes.
• Large scale processing of special categories of data or personal data which is in relaJon to
criminal convicJons or oﬀences.

18.8

Where a DPIA indicates high risk data processing, Threlkeld CofE Primary School will consult the
ICO to seek its opinion as to whether the processing operaJon complies with the GDPR.

19.0

DATA BREACH NOTIFICATION

19.1

The term ‘data breach’ refers to a breach of security which has led to the destrucJon, loss,
alteraJon, unauthorised disclosure of, or access to, personal data.

19.2

Where a breach is likely to result in a risk to the rights and freedoms of individuals, the relevant
supervisory authority will be informed.

19.3

All noJﬁable breaches will be reported to the relevant supervisory authority within 72 hours of
Threlkeld CofE Primary School becoming aware of it.

19.4

The risk of the breach having a detrimental eﬀect on the individual, and the need to noJfy the
relevant supervisory authority, will be assessed on a case-by-case basis.

19.5

In the event that a breach is likely to result in a high risk to the rights and freedoms of an
individual, Threlkeld CofE Primary School will noJfy those concerned directly. A ‘high risk’ breach
means that the threshold for noJfying the individual is higher than that for noJfying the relevant
supervisory authority.

19.6

In the event that a breach is suﬃciently serious, the public will be noJﬁed without undue delay.

19.7

EﬀecJve and robust breach detecJon, invesJgaJon and internal reporJng procedures are in
place, which will guide decision-making in relaJon to whether the relevant supervisory authority
or the public need to be noJﬁed.

19.8

Within a breach noJﬁcaJon, the following informaJon will be outlined:
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•
•
•
•
•

The nature of the personal data breach, including categories, approximate number of
individuals and records concerned.
The name and contact details of the DPO.
An explanaJon of the likely consequences of the personal data breach.
A descripJon of the proposed measures to be taken to deal with the personal data breach.
Where appropriate, a descripJon of the measures taken to miJgate any possible adverse
eﬀects.

19.9

Failure to report a breach when required to do so will result in a ﬁne, as well as a ﬁne for the
breach itself.

20.0

DATA SECURITY

20.1

Threlkeld CofE Primary School undertakes to ensure the security of the personal data it has
collected. Personal data will only be accessible to those who have a valid reason for using it.

20.2

All the members of Threlkeld CofE Primary School (including governors) are responsible for
ensuring that any personal data they hold is kept secure and not disclosed to any unauthorised
third party (a data security user checklist is provided for quick reference in Appendix 5).

20.3

Physical measures
a) Premises security measures.
b) Disks, tapes and printouts are locked away securely when not in use.
c) Visitors to school are required to sign in and out and, where appropriate, accompanied.
d) Premises security and storage systems is reviewed on a regular basis. If an increased risk in
vandalism/them is idenJﬁed, extra measures to secure data storage will be put in place.

20.4

Technical measures
a) Security somware is installed on school networks and electronic devices. This includes:
- Internet ﬁltering and ﬁrewall
- AnJ-virus
- Email ransom ware detecJon
b) Data on MAT school network drives is password protected (which is automaJcally backed up
oﬀ-site). There are procedures in place to access and restore all the data held on school
network drives should this be necessary.
c) Threlkeld CofE Primary School electronic devices are password protected and, where
possible, have been enabled to allow remote blocking or deleJon of personal data in the
case of them.
d) Staﬀ users are given a secure user name and password to access the school network.
Password rules have been implemented.
e) School users will be assigned a clearance that will determine which ﬁles are accessible to
them. Protected ﬁles are not accessible to unauthorised users.
f) Removable storage devices (such as USB sJcks) can be used to hold personal data under the
following condiJons:
- The device must be checked by an IT Technician before use;
- It must be password protected;
- The device accessing it must have up to date virus and malware checking somware;
- It must be stored in a secure and safe place when not in use;
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-

It must not be accessed by other users (e.g. family members) when out of a MAT
school.
- Personal data must be encrypted (using approved somware), password protected,
and securely deleted when no longer required.
g) Data breach detecJon tests will be undertaken to evaluate Threlkeld CofE Primary School’s
technical measures and minimise the chance of a data breach.
5. OrganisaJonal measures
a) Paper records containing personal data must not be lem unadended or in clear view
anywhere with general access.
b) Paper records and removable storage devices must be stored in a secure and safe place that
avoids physical risk, loss or electronic degradaJon (exercise books, subject/project folders
and worksheets can be stored in classrooms).
c) Paper records containing personal data must be kept secure if they are taken oﬀ the school
premises.
d) Passwords must be alphanumeric, including one capital and one special character, and be a
minimum of 8 characters long to access the school network and Google Drive.
e) User names and passwords must not be shared.
f) Electronic devices (such as staﬀ computers) that are used to access personal data must be
locked even if lem unadended for short periods.
g) Emails must be encrypted if they contain personal data and are being sent outside the EU
(boarding students).
h) Circular emails must be sent blind carbon copy (bcc) to prevent email addresses being
disclosed to other recipients.
i) Visitors must not be allowed access to personal data unless they have a legal right to do so or
consent has previously been given.
j) Visitors to school premises containing special categories of personal data must be supervised
at all Jmes.
k) Personal data must not be given over the telephone unless you are sure of the idenJty of the
person you are speaking to and they have the legal right to request it.
l) Personal data must not be disclosed to any unauthorised third parJes.
m) Personal electronic devices must not be used to hold personal data belonging to Threlkeld
CofE Primary School.
n) Personal electronic devices must be password protected and have up-to-date anJ-virus
somware before being used to access personal data belonging to Threlkeld CofE Primary
School via:
- A password protected removable storage device;
- The remote desktop protocol (i.e. remote access to the school network);
- Google Drive (including Google docs, Google classroom etc).
o) Personal electronic devices that have been set to automaJcally log into the school network,
school email accounts or Google drive that are lost or stolen must be reported to the DPO so
that access to these systems can be reset.
p) Google ﬁle stream can be used but copies of documents containing personal data must not
be stored as local copies on the personal electronic device.
q) If personal data is taken oﬀ Threlkeld CofE Primary School premises, in electronic or paper
format, extra care must be taken to follow the same procedures for security. The person
taking the personal data oﬀ the school premises must accept full responsibility for data
security.
r) Before sharing personal data, Threlkeld CofE Primary School staﬀ/Governors/Directors must
ensure:
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- They are allowed to share it;
- That adequate security is in place to protect it;
- Who will receive the personal data has been outlined in a privacy noJce.
s) Any personal data archived on disks must be kept securely in a lockable cabinet.
t) Threlkeld CofE Primary School staﬀ are trained in the applicaJon of this policy, their
responsibiliJes and the importance of ensuring data security in order to comply with the
GDPR.
21.0

CCTV AND PHOTOGRAPHY

21.6

Threlkeld CofE Primary School may occasionally use photographs/videos of pupils in a
publicaJon, such as the school website, prospectus, press release, or record a school play.

21.7

Prior to the publicaJon of any photograph or video of pupils in the press, social media, school
website and prospectus or in any other markeJng or promoJonal materials, wriden consent will
be sought from parents. Detailed guidance is given in the Photography and Videos at School
policy.

21.8

Photographs or videos captured by other individuals for recreaJonal or personal purposes, such
as pupils taking photos on a school trip or parents taking photos at prize giving, are exempt from
the GDPR.

22.0

DBS DATA

22.1

DBS informaJon is treated as a special category of personal data under this policy.

22.2

DBS informaJon will never be duplicated and any third parJes who have lawful access to DBS
informaJon will be made aware of their GDPR responsibiliJes.

23.0

THE SECURE TRANSFER OF DATA

23.1 Threlkeld CofE Primary School is required to share personal informaJon with the Department for
EducaJon (DfE), EducaJon and Skills Funding Agency (ESFA), Cumbria County Council (CCC),
Ofsted,
schools and educaJonal insJtuJons, public services and other third party providers.
These are
outlined in the privacy noJces (Appendix 1 and 2).
23.2

Threlkeld CofE Primary School users must not remove, copy or share any personal data with a
third party without permission from the DPO.

23.3

Where personal data is required to be lawfully shared with a third party it must be securely
transferred either through a portal or be sent following encrypJon, using approved encrypJon
somware, and be password protected.

23.4

No personal data will be transferred to a country outside the European Economic Area (EEA)
without the explicit consent from the individual. Advice must be taken from the DPO.

24.0

PUBLICATION OF INFORMATION
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24.1

A publicaJon scheme can be found in the Freedom of InformaJon policy) and on school’s
websites. This speciﬁes the classes of informaJon that will be made available on request,
including:
• Policies and procedures
• Minutes of meeJngs
• Annual reports
• Financial informaJon

24.2

Threlkeld CofE Primary School will not publish any personal data on the school website without
consent from the aﬀected individual(s).

24.3

When uploading informaJon onto the school website consideraJon is given to any metadata or
deleJons which could be accessed in the documents and images.

25.0

DATA RETENTION

25.1

Personal data will not be kept for longer than is necessary.

25.2

The DPO will ensure that obsolete personal data is properly erased. The length of Jme we hold
personal data is set out in the local authority guidance.

25.3

Personal data that is not required will be deleted as soon as pracJcable.

25.4

Some educaJonal records relaJng to former pupils or employees may be kept for an extended
period for legal reasons, the provision of references or for historical archives.

26.0

DATA DISPOSAL

26.1

Threlkeld CofE Primary School will comply with the requirements for the safe destrucJon and
deleJon of personal data when it is no longer required.

26.2

Paper documents containing personal data will be shredded or disposed of as ‘conﬁdenJal
waste’, and appropriate contract terms will be put in place with any third parJes undertaking this
work.

26.3

Hard drives of redundant PCs and storage devices containing personal data will be securely wiped
clean before disposal, or if that is not possible, physically destroyed.

26.4

The DPO will retain a DestrucJon Log of personal data that is disposed of. This will include the
document descripJon, classiﬁcaJon, date of destrucJon, method and authorisaJon.

27.0

TRAINING AND AWARENESS

27.1

Threlkeld CofE Primary School users receive GDPR training on an annual basis led by the DPO.
They are made aware of their responsibiliJes, as described in this policy, through:
• InducJon training for new staﬀ;
• Staﬀ meeJngs/brieﬁngs/INSET;
• Day to day support and guidance.

28.0

ENQUIRIES
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28.1

Any further informaJon, quesJons or concerns about this policy or the security of data held by
Threlkeld CofE Primary School should be directed to the DPO.
Mr Nick Turley, Data ProtecJon Oﬃcer
017687 79680

28.2

General informaJon about the GDPR can be obtained from the InformaJon Commissioner's
Oﬃce hdp://www.ico.gov.uk/.

28.3

This policy will be reviewed annually and may be supplemented by addiJonal procedures.

Appendix 1

Privacy Notice: How we use Pupil Information in Threlkeld CofE Primary School
The categories of pupil informaJon that we collect, process, hold and share include:
• Personal informaJon (such as name, unique pupil number and address);
• CharacterisJcs (such as ethnicity, language, naJonality, country of birth and free school meal
eligibility);
• Adendance informaJon (such as sessions adended, number of absences and absence reasons).
• Assessment informaJon (such as reports, feedback, test data and exam results)
• Relevant medical informaJon (such as medicaJon details, allergies, medical condiJons and notes
from meeJngs/GPs/other health care professionals)
• Special EducaJonal Needs informaJon (such as EducaJon and Health Care Plans (EHCPs), Individual
EducaJon Plans (IEPs) and notes from review meeJngs and professional assessments)
• Exclusion and behaviour informaJon
Why we collect and use this informaJon
We use the pupil data:
• To support pupil learning;
• To monitor and report on pupil progress;
• To provide appropriate pastoral care;
• To assess the quality of our services;
• To comply with the law regarding data sharing.
The lawful basis on which we use this informaJon
We collect and use pupil informaJon for general purposes under paragraphs 9.1c and 9.2g of the
General Data ProtecJon RegulaJons policy which complies with ArJcles 6 and 9 of the GDPR.
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CollecJng pupil informaJon
Whilst the majority of pupil informaJon you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with the General Data ProtecJon RegulaJon, we will inform you
whether you are required to provide certain pupil informaJon to us or if you have a choice in this. We
may also receive informaJon about pupils from other organisaJons such as their previous school, local
authority and/or Department for EducaJon (DfE).
Storing pupil data
The length of Jme we hold pupil informaJon is set out in our Records Management policy
Who we share pupil informaJon with
We rouJnely share pupil informaJon with:
• schools that the pupil’s adend amer leaving us;
• Cumbria County Council;
• the Department for EducaJon (DfE);
• other public services that have a lawful right to collect pupil informaJon;
• third parJes as listed in Appendix 6 of the GDPR policy.
Why we share pupil informaJon
We do not share informaJon about our pupils with anyone without consent unless the law and our
policies allow us to do so.
We share pupil informaJon with the DfE on a statutory basis. This informaJon sharing underpins school
funding and educaJonal adainment policy and monitoring. We are required to share informaJon about
our pupils with the DfE under regulaJon 5 of The EducaJon (InformaJon About Individual Pupils)
(England) RegulaJons 2013.
Data collecJon requirements
To ﬁnd out more about the data collecJon requirements placed on us by the DfE (for example; via the
school census) go to:
hdps://www.gov.uk/educaJon/data-collecJon-and-censuses-for-schools.
The NaJonal Pupil Database (NPD)
The NPD is owned and managed by the DfE and contains informaJon about pupils in schools in England.
It provides evidence on educaJonal performance to inform independent research, as well as studies
commissioned by the DfE. It is held in electronic format for staJsJcal purposes. This informaJon is
securely collected from a range of sources including schools, local authoriJes and awarding bodies.
We are required by law, to provide informaJon about our pupils to the DfE as part of statutory data
collecJons such as the school census and early years’ census. Some of this informaJon is then stored in
the NPD. The law that allows this is the EducaJon (InformaJon About Individual Pupils) (England)
RegulaJons 2013.
To ﬁnd out more about the NPD go to:
hdps://www.gov.uk/government/publicaJons/naJonal-pupil-database-user-guide-and-supporJnginformaJon.
The DfE may share informaJon about our pupils from the NPD with third parJes who promote the
educaJon or well-being of children in England by:
• conducJng research or analysis;
• producing staJsJcs;
• providing informaJon, advice or guidance.
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The DfE has robust processes in place to ensure the conﬁdenJality of our data is maintained and there
are stringent controls in place regarding access and use of the data. Decisions on whether the DfE
releases data to third parJes are subject to an approval process and based on a detailed assessment of:
• who is requesJng the data;
• the purpose for which it is required;
• the level and sensiJvity of data requested; and
• the arrangements in place to store and handle the data.
To be granted access to pupil informaJon, organisaJons must comply with strict terms and condiJons
covering the conﬁdenJality and handling of the data, security arrangements and retenJon and use of
the data.
For more informaJon about the DfE’s data sharing process go to:
www.gov.uk/data-protecJon-how-we-collect-and-share-research-data

hdps://

For informaJon about which organisaJons the DfE has provided pupil informaJon (and for which
project) go to:
hdps://www.gov.uk/government/publicaJons/naJonal-pupil-database-requests-received
To contact DfE go to:
contact-dfe

hdps://www.gov.uk/

RequesJng access to your personal data
Under data protecJon legislaJon, parents and pupils have the right to request access to their personal
informaJon. To make a request for your personal informaJon, or be given access to your child’s
educaJonal record, contact the Head teacher’s PA.
You also have the right to:
• object to processing of personal informaJon that is likely to cause, or is causing, damage or distress;
• prevent processing for the purpose of direct markeJng;
• object to decisions being taken by automated means;
• in certain circumstances, have inaccurate personal data recJﬁed, blocked, erased or destroyed; and
• claim compensaJon for damages caused by a breach of the Data ProtecJon regulaJons.
If you have a concern about the way we are collecJng or using your personal informaJon, we request
that you raise your concern with us in the ﬁrst instance. AlternaJvely, you can contact the InformaJon
Commissioner’s Oﬃce at: hdps://ico.org.uk/concerns/
Contact
If you would like to discuss anything in this privacy noJce please contact:
Mr Nick Turley
Data ProtecJon Oﬃcer
017687 79680
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Appendix 2

Privacy Notice: How we use School Workforce Information in Threlkeld CofE Primary
School
The categories of workforce informaJon that we collect, process, hold and share include:
• Personal informaJon (such as name, employee or teacher number, naJonal insurance number);
• Special categories of data including characterisJcs informaJon (such as gender, age, ethnic group);
• Contract informaJon (such as start dates, hours worked, post, roles and salary informaJon);
• Work absence informaJon (such as number of absences and reasons);
• QualiﬁcaJons and, where relevant, subjects taught;
• Relevant medical or disability informaJon (such as access arrangements, medicaJon and
occupaJonal health reports);
• Payroll informaJon (such as address, age, gender, bank account details);
• Pension details.
Why we collect and use this informaJon
We use workforce data to:
• Ensure we can operate eﬃciently and eﬀecJvely;
• Enable individuals to be paid;
• Allow for beder ﬁnancial modelling and planning;
• Enable the development of a comprehensive picture of the workforce and how it is deployed;
• Inform the development of recruitment and retenJon policies.
The lawful basis on which we process this informaJon
We collect and use workforce informaJon for general purposes under paragraphs 9.1c and 9.2g of the
General Data ProtecJon RegulaJons policy which complies with ArJcles 6 and 9 of the GDPR.
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CollecJng this informaJon
Whilst the majority of informaJon you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with the GDPR, we will inform you whether you are required to
provide certain workforce informaJon to us or if you have a choice in this.
Storing workforce informaJon
The length of Jme we hold workforce informaJon is set out in our Records Management policy.
Who we share this informaJon with
We rouJnely share this informaJon with:
• Cumbria County Council
• the Department for EducaJon (DfE)
• other schools or organisaJons following reference requests
• other public services that have a lawful right to collect workforce informaJon
• Payroll provider
• third parJes listed in Appendix 6 of the GDPR policy

Why we share workforce informaJon
We do not share workforce informaJon with anyone without consent unless the law and our policies
allow us to do so.
We share personal data with the Department for EducaJon (DfE) on a statutory basis. This data sharing
underpins workforce policy monitoring, evaluaJon, and links to school funding / expenditure and the
assessment of educaJonal adainment. We are required to share informaJon about our workforce with
the (DfE) under secJon 5 of the EducaJon (Supply of InformaJon about the School Workforce) (England)
RegulaJons 2007 and amendments.
Data collecJon requirements
The DfE collects and processes personal data relaJng to those employed by schools (including MulJ
Academy Trusts) and local authoriJes that work in state funded schools. All state funded schools are
required to make a census submission because it is a statutory return under secJons 113 and 114 of the
EducaJon Act 2005.
To ﬁnd out more about the data collecJon requirements including the data that we share with the DfE
go to: hdps://www.gov.uk/educaJon/data-collecJon-and-censuses-for-schools.
The DfE may share informaJon about school employees with third parJes who promote the educaJon
or well-being of children or the eﬀecJve deployment of school staﬀ in England by:
• conducJng research or analysis;
• producing staJsJcs;
• providing informaJon, advice or guidance.
The DfE has robust processes in place to ensure that the conﬁdenJality of personal data is maintained
and there are stringent controls in place regarding access to it and its use. Decisions on whether DfE
releases personal data to third parJes are subject to a strict approval process and based on a detailed
assessment of:
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•
•
•
•

who is requesJng the data;
the purpose for which it is required;
the level and sensiJvity of data requested; and
the arrangements in place to securely store and handle the data.

To be granted access to workforce informaJon, organisaJons must comply with the DfE’s terms and
condiJons covering the conﬁdenJality and handling of the data, security arrangements and retenJon
and use of data.
For more informaJon about the department’s data sharing process, please visit:
hdps://www.gov.uk/data-protecJon-how-we-collect-and-share-research-data
To contact the DfE go to:
hdps://www.gov.uk/contact-dfe
RequesJng access to your personal data
Under data protecJon legislaJon, you have the right to request access to your informaJon. To make a
request for your personal informaJon, contact Andrew Young, HR Oﬃcer.

You also have the right to:
• object to processing of personal data that is likely to cause, or is causing, damage or distress;
• prevent processing for the purpose of direct markeJng;
• object to decisions being taken by automated means;
• in certain circumstances, have inaccurate personal data recJﬁed, blocked, erased or destroyed; and
• claim compensaJon for damages caused by a breach of the Data ProtecJon regulaJons.
If you have a concern about the way we collect or use your personal data, we ask that you raise your
concern with Andrew Young, HR Oﬃcer, in the ﬁrst instance. AlternaJvely, you can contact the
InformaJon Commissioner’s Oﬃce at: hdps://ico.org.uk/concerns/
Further informaJon
If you would like to discuss anything in this privacy noJce, please contact:
Mr Nick Turley
Data ProtecJon Oﬃcer
017687 79680
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Data ProtecJon Impact Assessment (DPIA)
SecJon A – PIA screening quesJons
QuesJon

Yes

No

Unsu
re

Comments

Will the project involve collecJng new
informaJon about individuals?
Will the project require individuals to
provide informaJon about themselves?
Will informaJon about individuals be
disclosed to other individuals or
organisaJons who have not previously held
informaJon about the individual?
Is any informaJon about individuals held for
purposes it is not currently used for, or in a
way it is not currently used?
Will the project involve using a new
technology that might be perceived as being
intrusive to an individual’s privacy?
Will the project result in any decisions or
acJons taken against individuals which may
have a signiﬁcant impact on them?
Will any informaJon about individuals raise
privacy concerns, e.g. informaJon they may
wish to keep private, such as criminal
informaJon held on DBS cerJﬁcates?
Will the project require you to contact
individuals in ways that they may ﬁnd
intrusive?
SecJon B − IdenJfy the need

SecJon C − Provide the informaJon ﬂow
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SecJon D − PracJcal steps

SecJon E – Risks to individuals and the school
QuesJon

Yes

No

Uns
ure

Comments

Will there be adequate disclosure
controls in place to decrease the
likelihood of informaJon being shared
inappropriately?
Will the context in which the informaJon
is used change over Jme, leading it to be
used for a purpose that the individual
may not be aware of?
Will the project involve the introducJon
of any new surveillance methods?
Could the measures used to gain
informaJon from the individual be
perceived as intrusive in any way?
Will data be shared between the school
and other organisaJons? Is the individual
aware of which informaJon may be
accessed?
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Will the project involve gaining
informaJon from individuals which may
prevent them from remaining
unidenJﬁed?
Are individuals aware of the risks of
idenJﬁcaJon and disclosure of
informaJon?
Will gaining informaJon mean that the
school is no longer using informaJon
which is safely anonymised?
Are appropriate procedures in place to
ensure that informaJon is not collected
and stored unnecessarily, including
ensuring that duplicate records are not
created?
Has an appropriate retenJon period
been established?

Risks to compliance
QuesJon

Yes

No

Unsu
re

Comments

Have you idenJﬁed the purpose of the project?
Is there a lawful reason you can carry out this
project?
Have you idenJﬁed the social need and aims of
the project?
Are your acJons a proporJonate response to
the social need?

Principl
e
1

Have you established a process for how you tell
individuals about how their personal data is
used and stored?
Do you need to amend your privacy noJces?
Have you established which condiJons for
processing data apply to the project?
If sensiJve personal data is involved, have you
established which condiJons for processing this
data apply?
If there is consent involved to use the personal
data, is there an appropriate method in place
for how this will be collected and what will be
done if the data is withheld or withdrawn?
Will your acJons interfere with the right to
privacy, as outlined within the Human Rights
Act 1998? If so, are the acJons necessary and
proporJonate?
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Principl
e2

Does the project plan cover all of the purposes
for processing personal data?
Is there any personal data that could not be
used, without compromising the needs of the
project?
Is the quality of the informaJon suﬃcient
enough for the purposes it will be used?
Principl
e
3

Principl
e
4

Principl
e
5

Principl
e
6

Is there any personal data that could not be
used, without compromising the needs of the
project?
If the procurement of new somware is involved
for the project, will it allow you to amend and
delete informaJon when necessary?
Have you ensured that personal data obtained
from individuals and/or other organisaJons is
accurate?
Have you established a suitable retenJon period
for the personal data you will be processing?
(outline how long you will keep the data for)
If you are procuring somware, will this allow you
to delete informaJon in line with your retenJon
periods?
Do you have a process in place to respond to
subject access requests?

Do any new systems provide protecJon against
the security risks you have idenJﬁed?

Principl
e
7

If the project involves a new system, are
measures in place to ensure staﬀ receive
appropriate training and instrucJon, so they
understand how to operate the new system
correctly?
Have relevant staﬀ received appropriate training
and instrucJon relaJng to data protecJon and
informaJon sharing?

Principl
e
8

Will the project require you to transfer data
outside of the EEA? If yes, does the locaJon
ensure an appropriate level of protecJon?
If data will be transferred outside of the EEA,
are there appropriate measures in place to
ensure that data is transferred securely?

SecJon F − idenJfy privacy issues and risks

Page 27 of 37

Refere
nce
numbe
r

Privacy issue

Risk to individuals

Risk to compliance

Risk to school

SecJon G – IdenJfy and approve the soluJons
Risk score
Refere
nce
numbe
r

Risk(s) idenJﬁed

Likelih
ood

Imp
act

SoluJon(s)

Result –
is the
EvaluaJon – is Appro
risk
the risk to
ved
accepte
individuals
by
d,
acceptable amer (name
reduced implemenJng
and
or
the idenJﬁed
job
eliminat
soluJons?
role)
ed?

SecJon H – Integrate the PIA outcomes

Refere
nce
numbe
r

AcJon to be taken

AnJcipated
Date
risk score
for
following
acJon
acJon
to be
comple Likelih Impa
ted
ood
ct

Responsibility for
acJon (name and job
role)

Current status
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Contact for future privacy concerns
Name
Job role
Email address
Telephone number
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Appendix 4

ACCESS TO PERSONAL DATA REQUEST
(Subject Assess Request – SARS)

Enquirer’s Surname

Enquirer’s Forenames

Enquirer’s Address

Enquirer’s Postcode
Enquirer’s Tel No.
Are you the person who is the subject of the records you are enquiring about (i.e. the YES / NO
“Data Subject”)?
If NO,
Do you have the parental responsibility for a child who is the “Data Subject” of the YES / NO
records you are enquiring about?
If Yes,
Name of child or children about
whose personal data records you
are enquiring
DescripJon of Concerns/Area of
Concern

DescripJon of InformaJon or
Topic(s) Requested (In your own
words)
AddiJonal InformaJon

Please despatch Reply to: (if diﬀerent from enquirer’s details as stated on this form)
Name
Address
Postcode
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DATA SUBJECT DECLARATION

I request that the School search its records based on the informaJon supplied above under the GDPR
and provide a descripJon of the personal data found from the informaJon described in the details
outlined above relaJng to me (or my child/children) being processed by the School.
I agree that the reply period will commence when I have supplied suﬃcient informaJon to enable the
School to perform the search.
I consent to the reply being disclosed and sent to me at my stated address (or to the Despatch Name
and Address above who I have authorised to receive such informaJon).

Signature of “Data Subject” (or Subject’s Parent) ___________________________________

Name of “Data Subject” (or Subject’s Parent) (PRINTED) ____________________________

Dated _________________________________
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Appendix 5

Data Security User Checklist
This checklist applies to all Threlkeld CofE Primary School staﬀ and Governors and refers to personal data
belonging to Threlkeld CofE Primary School (as the data controller):
•

Paper records containing personal data must not be lem unadended or in clear view anywhere with
general access.

•

Paper records and removable storage devices must be stored in a secure and safe place that avoids
physical risk, loss or electronic degradaJon (exercise books, subject/project folders and worksheets
can be stored in classrooms).

•

Paper records containing personal data must be kept secure if they are taken oﬀ the school
premises.

•

MAT users must sign an acceptable user policy (AUP) prior to being given access to the school
network. This will be up-dated periodically (Online Safety Policy - KSMAT/STAT/034).

•

Passwords must be alphanumeric, including one capital and one special character, and be a
minimum of 8 characters long to access the school network and Google Drive.

•

MAT user names and passwords must not be shared.

•

MAT electronic devices (such as staﬀ computers) that are used to access personal data must be
locked even if lem unadended for short periods.

•

Computer terminals, CCTV camera screens etc. that show personal data must be placed so that they
are not visible except to authorised staﬀ.

•

Emails must be encrypted if they contain personal data and are being sent outside the EU (boarding
students).
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•

Circular emails must be sent blind carbon copy (bcc) to prevent email addresses being disclosed to
other recipients.

•

Visitors must not be allowed access to personal data unless they have a legal right to do so or
consent has previously been given.

•

Visitors to MAT school premises containing special categories of personal data must be supervised at
all Jmes.

•

Personal data must not be given over the telephone unless you are sure of the idenJty of the person
you are speaking to and they have the legal right to request it.

•

Personal data must not be disclosed to any unauthorised third parJes.

•

Removable storage devices (such as USB sJcks) can be used to hold personal data under the
following condiJons:
-

The device must be checked by an IT Technician before use;

-

It must be password protected;

-

It must have approved virus and malware checking somware;

-

It must be stored in a secure and safe place when not in use;

-

It must not be accessed by other users (e.g. family members) when out of a MAT school.

•

Personal data must be encrypted (using approved somware), password protected, and securely
deleted when no longer required.

•

Personal electronic devices must not be used to hold personal data belonging to Threlkeld CofE
Primary School .

•

Personal electronic devices must be password protected and have up-to-date anJ-virus somware
before being used to access personal data belonging to Threlkeld CofE Primary School via:
-

A password protected removable storage device;

-

The remote desktop protocol (i.e. remote access to the school network);

-

Google Drive (including Google docs, Google classroom etc).
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•

Personal electronic devices that have been set to automaJcally log into the school network, school
email accounts or Google drive that are lost or stolen must be reported to the DPO so that access to
these systems can be reset.

•

Google ﬁle stream can be used but copies of documents containing personal data must not be
stored as local copies on the personal electronic device.

•

If personal data is taken oﬀ Threlkeld CofE Primary School premises, in electronic or paper format,
extra care must be taken to follow the same procedures for security. The person taking the personal
data oﬀ the school premises must accept full responsibility for data security.

•

Before sharing personal data, Threlkeld CofE Primary School staﬀ/Governors/Directors must ensure:
-

They are allowed to share it;

-

That adequate security is in place to protect it;

-

Who will receive the personal data has been outlined in a privacy noJce.

•

Any personal data archived on disks must be kept securely in a lockable cabinet.

•

Threlkeld CofE Primary School staﬀ are trained in the applicaJon of this policy, their responsibiliJes
and the importance of ensuring data security in order to comply with the GDPR.

Appendix 6

Third Party Suppliers
with access to Threlkeld CofE Primary School Personal data
•

Spelling Shed

•

Times Table Rockstars
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•

Tapestry

•

Report Box

•

IDL

•

Discovery Coding

•

SPAG.COM

•

Hamilton Trust

•

TWINKL

•

TES Elements

•

Discovery Elements

Please note that where usernames are required for access Threlkeld CofE Primary School use students IT
Usernames rather than their actual names.
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